[bookmark: OLE_LINK50][bookmark: OLE_LINK51][bookmark: OLE_LINK52]3GPP TSG SA WG3 Meeting 104-e	        S3-212794
Electronic meeting, 16-27 August 2021

Title:	Reply LS on Small data transmission
[bookmark: OLE_LINK57][bookmark: OLE_LINK58]Response to:	LS S3-212428 (R2-2104401) on Small data transmissions
[bookmark: OLE_LINK59][bookmark: OLE_LINK60][bookmark: OLE_LINK61]Release:	Rel-17
Work Item:	NR_SmallData_INACTIVE-Core 

Source:	SA3
[bookmark: OLE_LINK42][bookmark: OLE_LINK43][bookmark: OLE_LINK44]To:	RAN2
[bookmark: OLE_LINK45][bookmark: OLE_LINK46]Cc:	SA2

Contact person:	Ivy Guo
	Ivy_guo@apple.com

Send any reply LS to:	3GPP Liaisons Coordinator, mailto:3GPPLiaison@etsi.org

Attachments:	none

1	Overall description
[bookmark: _Hlk69931360]SA3 would like to thank RAN2 for their LS on Small data transmission. 
RAN2 asked the following questions:
[bookmark: _Hlk69931230]Q1:  Can a CCCH message reusing the I-RNTI and resumeMAC-I be transmitted again in the same cell after SDT initiation, e.g., similar to legacy RRC Reject case (but without having received RRC Reject at the UE)?
A1: Strictly speaking, there could be a scenario when an attacker may cause termination of legitimate SDT session by capturing a first SDT RRCResumeRequest and replaying it as a second non-SDT RRCResumeRequest. But the situation is same as the legacy RRC Reject case. If RAN2 does not worry about the legacy RRC Reject case, it is OK to reuse the NCC in the same cell after SDT initiation. If not, then the I-RNTI and resumeMAC-I should not be reused and legacy RRC Reject case should be enhanced.
Q2: Can NCC and I-RNTI from a former cell in which an SDT procedure was initiated be reused to initiate a new SDT procedure in a new cell?
A2: If the new cell is in the same gNB (intra-gNB case), the NCC and I-RNTI can be reused, as KgNB can be retained in the intra-gNB-CU according to the SA3 spec.
If the new cell is in a different gNB (inter-gNB case), SA3 has the requirements on not reusing the keystreaming in inter-gNB case, therefore it is not recommended to reuse the NCC and I-RNTI. In this case, the horizontal key derivation is recommended. Horizontal key derivation can also be applied in the intra-gNB case. 

2	Actions
To RAN2
ACTION: 	3GPP TSG SA WG3 would like RAN2 to take the above feedback into account.
3	Dates of next TSG CT WG1 meetings
TSG SA WG3 Meeting 105-e (TBC)	8-12 November 2021
